How to access your CDNIS files from home
Windows XP

To be able to access your CDNIS files from home you will need the following:

A computer with Windows XP
An Internet connection

A VPN connection to CDNIS
CDNIS home directory mounted

What is VPN? A Virtual Private Network is a private communications network used over the Internet.

Step 1: Connect to the Internet

Connect to the Internet with your dialup or broadband connection. If you are
connected to a local area network you might already be connected to the Internet.

If you need help with setting up your Internet connection please search Windows
Help or ask your ISP.

Step 2: Create VPN connection to CDNIS

If you have already set up a VPN connection to CDNIS go to Step 3, otherwise a
VPN connection needs to be created to CDNIS. Please use the settings below.

Note — To follow the steps below you must use the Windows XP default Start menu properties. If you
have changed the properties the appearance of your Start menu will differ to the steps below. Please
use XP Start menu style and Category view (not Classic).



1. From the Start menu, select Control Panel and then double-click Network
Connections
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2. Click Create a new connection in the network tasks tab
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3. A window will pop-up “Welcome to the New Connection Wizard” In this window
click Next

New Connection Wizard

Welcome to the New Connection
@ Wizard

This wizard helps you:
¢ Connect to the Internet.

* Connect to a private network, such as your workplace
network.

* Set up a home or small office network.

To continue, click Next.
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4. Select Connect to the network at my workplace and click Next

Network Connection Type
What do you want to do?

(O Connect to the Internet
Connect to the Internet so you can browse the Web and read email.

—) (®iConnect to the network at my workplace

Connect to a business network [using dial-up or YPN] so you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

< Back i Next > l’ Cancel

T




5. Select Virtual Private Network connection and click Next

New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

(O Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Network [ISDN) phone line.

q (®¥irtual Private Network tion
Connect to the network using a virtual private network [YPN) connection over the
Intemet.
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6. For the Company Name enter CDNIS VPN and click Next

New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.
Company Name
| CDNIS VPN

For example, you could type the name of your workplace or the name of a server you
will connect to.
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7. For the Host name enter vpn.cdnis.edu.hk and click Next

¥PN Server Selection
What is the name or address of the VPN server?

Type the host name or Internet Protocol (IP) address of the computer to which you are
conhnecting.

Host name or IP address (for example, microsoft.com or 157.54.0.1 ).

vpn.cdnis.edu.hk
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8. You may be asked if you want to use a Smart Card or not. If you are, select Do
not use my smart card and click Next

9. Place a ¢ next to “Add a shortcut to this connection to my desktop” and click
Finish

New Connection Wizard

)

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

CDNIS ¥PN
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[V]iAdd a shortcut t this connection to my desktop

To create the connection and close this wizard, click Finish.
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10. You are now done making your connection now click Properties to configure it
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User name: I ‘

Password: I }

[] Save this user name and password for the following users:
Me only

Anyone who uses this computer

[ Connect ][ Cancel ]

11. Select Security tab and click IPSec Settings

# CDNIS VPN Properties PX
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Security options
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’ Require secured password v }

[[] Automatically use my Windows logon name and
password [and domain if any)

Require data encryption [disconnect if none)

() Advanced [custom settings)

Settings

IPSec Setting:




12. The IPSec Settings window will pop-up. Place a ¢ next to “Use pre-shared key
for authentication” and enter cdnis in the field beside Key and click OK

IPSec Settings

Use pre-shared key I9r authentication

Key: ’ cdnis ]

13. Select Networking tab

# CDNIS VPN Properties PX
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14. Select the drop-down menu under Type of VPN and choose L2TP IPSec VPN
Make sure Internet Protocol (TCP/IP) is highlighted and click Properties

# CDNIS VPN Properties 3
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Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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15. Select Obtain an IP address automatically and Obtain DNS server address
automatically and click Advanced

x]

Internet Protocol (TCP/IP) Properties -

General ]

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.
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16. Untick “Use default gateway on remote network™ and click DNS tab
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This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
network.
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17. For the DNS suffix for this connection enter cdnis.edu.hk and click OK
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18. Click OK to save the configuration CDNIS VPN

# CDNIS VPN Properties

| General | Options | Securily' Networking IAdvanced[

Type of YPN:
L2TP IPSec VPN v/

This connection uses the following items:
“r Internet Protocol [TCP/IP)
M /=) QoS Packet Scheduler

g File and Printer Sharing for Microsoft Networks
g Client for Microsoft Networks

Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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19. You are now done setting up a VPN connection to CDNIS and by default it will
try to connect. Click Cancel

Connect CDNIS VPN k
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User name: I ‘

Password: | }

[] Save this user name and password for the following users:
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Step 3: Establish VPN connection to CDNIS

1. From the Start menu, select Control Panel, Network Connections and click
CDNIS VPN

~¥ Date and Time
W\ Display
|34 Folder Options

[=h Fonts

My home computer

Game Controllers

(=3
:" Internet Options
J My Documents » &,

Java Plug-in

EY X )
{ ‘} My Recent Documents » || & JavaPlug-in 1.3.1_12

Zm Keyboard
ﬁ My Pictures @ Reyboar

X O mail
J My Music _
a3 - 2 -
39MyCompuI:er l‘[ ® Network Connections 'i ® CDNIS VPN
e reempm—————

‘9 My Network Places

e T R s e
‘ I’ Control Panel
———————

L Phone and Modem Options
@ Portable Media Devices 4

L Program Access and *'.h Power Options
Defaults .
= <)y Printers and Faxes 4
g Administrative Tools ] I
W Regional and Language Options
erJ Connect To "I =, Scanners and Cameras »
£ ﬁ Printers and Faxes () Scheduled Tasks 4
@ Ssecurity Center
9) Help and Support @, sounds and Audio Devices
I') Search a¢ Speech
J System
all Programs D =] Run... %

a Taskbar and Start Menu

Log Off @ Turn OFF Computer | =S RLC g =Ty L]
€1 windows Firewall

o 7 start

v




2. Enter the following details

User name

Password

Your account name at school
(e.g. johnsmith)
Your password

Note: Your password will display as eeeee

Click Connect

Connect CDNIS VPN
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Password: I seooe }

[] Save this user name and password for the following users:
Me only

Anyone who uses this computer
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Step 4: Mount your CDNIS home directory

1. From the desktop, double-click My Computer or you can use Internet Explorer
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2. In the Address field type in \\green and press Enter on the keyboard to load it
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3. A window will pop-up for authentication. Enter the following details

User name Your account name at school
(e.g. johnsmith)
Password Your password

Note: Your password will display as eeeee
Click OK

6. Your CDNIS files are inside the folder which has your name. Double-click your
name to access the files.

What is “green”? Green is the name of the server that stores your files at CDNIS.



